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ELCOME!

Welcome to the Hard Hat Training Series by Safety Provisions! Today, we'll be discussing

confidentiality of student information under FERPA.



https://hardhattraining.com/safety-training/ferpa-training-kit/

Just last year, the FBI sent a special notification to U.S.
colleges and universities that someone was selling

faculty, staff, and student usernames and passwords

online. The exposure of this information may still lead to

online attacks against individuals or schools.




During the COVID-19 pandemic, ransomware attacks on

K-12 schools affected up to 1,196,000 students each year.
Last year alone, at least 44 universities and 45 school
districts in the United States are known to have suffered

attacks. More attacks likely went unreported.




Ransomware is only one way in which malicious people
can misuse education records and student information.

Even before cyberattacks were possible, the U.S.

government established the Family Education Rights and

Privacy Act of 1974 (FERPA) to keep students safe.




This course gives administrators an understanding of

FERPA that can help keep everyone safe from malicious
use of education records. We begin with the scope and
purpose of the law, and then the nuances of institutional
access to records. Finally, we describe the requirements of

personal access and consequences of misuse.
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Purpose & Scope



FERPA's purpose has expanded in the last five decades,

but newer needs have restricted its scope as well. We will
help you understand the spirit of these regulations by

sharing some pieces of the Act’s history.
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In 2008, FERPA included provisions to protect biometric
information, and the 2010 amendments allow the

government to monitor school nutrition programs. As we

face pandemics and other emergencies, the Act, as FERPA

frequently refers to itself, continues to require

reinterpretation and revision.




In this decade, FERPA continues to protect children by

allowing parents access to records and giving them the

power to try to change information that might prejudice

teachers and funnel children into the wrong program.
Additionally, the Act protects education records from

exploitation in a more dangerous, digital world.




Education Records

The exact definition under FERPA of “education records”
has been rewritten and amended several times since

1974. It refers simply to information connected to a

student’s identity (name or ID) and kept by a school or

any organization on behalf of the school.




The Supreme Court has joined in arguments about which
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Personally Identifiable
Information

FERPA focuses primarily on protecting what it calls

“personally identifiable information” (Pll). Generally,

people can connect the inform
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Pll is any information that (alone or combined) allows any

)\ / reasonable person to identify which student it belongs to.
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Affected Institutions




If your institution teaches students or directs and controls

K-12 and postsecondary schools, and if the Secretary of
Education has made funds available to your institution,
then FERPA applies to you. These stipulations also apply
if your students receive funds in order to pay tuition or

fees to you.




FOR EXAMPLE

Some sources of Department of Education funds are




FERPA applies to your whole organization if any part of

your institution benefits from Department of Education

funds, either directly or through students. The regulations
do not apply if the students at your school receive

something other than money.




If FERPA applies to your institution, then your institution

is also responsible to the office of the Secretary of

Education. Any third party you might disclose Pll to

without written parental consent is also equally




The Office may ask you and the recipients of your

information for written documentation of your policies
and procedures, annual notifications to parents of their
rights under FERPA, training materials, or other

information the Office needs to enforce FERPA.
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Jane’s highest priority should be protecting student

privacy. She should remove the information as soon as

she can and assess whether it cQg . If it does, she

FERPA does not require that you report any data breaches, either
j intentional or accidental, but your state may have laws that do require you
P’ to notify the students or parents.
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